US 20180219686A1

a9y United States

a2y Patent Application Publication o) Pub. No.: US 2018/0219686 A1

Cronie et al.

43) Pub. Date: Aug. 2, 2018

(54)

(71)
(72)

(73)
@
(22)

(30)

DEVICE AND SYSTEM
Applicant: Sony Corporation, Tokyo (JP)

Inventors: Harm Cronie, Echallens (CH); Julian
Nolan, Pully (CH)

Assignee: Sony Corporation, Tokyo (JP)
Appl. No.: 15/819,518
Filed: Nov. 21, 2017

Foreign Application Priority Data

Jan. 31, 2017 (EP) cooeciiiiiiic 17154028

Publication Classification

(51) Int. CL
HO4L 9/32 (2006.01)
G06Q 20/06 (2006.01)
(52) US.CL
CPC ... HO4L 9/3247 (2013.01); HO4L 67/1097
(2013.01); GO6Q 20/065 (2013.01)
(57) ABSTRACT

A device for accessing a distributed ledger is provided. The
distributed ledger is maintained by a plurality of virtual
nodes. The device has a circuitry, which is configured to
access the distributed ledger through at least one virtual
node of the plurality of virtual nodes.
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DEVICE AND SYSTEM

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of European
Priority Patent Application 17154028, filed Jan. 31, 2017,
the entire contents of which are incorporated herein by
reference.

TECHNICAL FIELD

[0002] The present disclosure generally pertains to a
device for accessing a distributed ledger and a system for
maintaining a distributed ledger.

TECHNICAL BACKGROUND

[0003] Generally, it is known to distribute a ledger over
multiple entities, e.g. electronic devices, servers or the like,
which record digital transactions. Distributed ledgers can be
based on the known blockchain technology, on which, for
example, the known cryptocurrency bitcoin is based. There
is no unified definition about the terms of blockchain and
distributed ledger yet. Here, in the broadest definition, the
terms are used as a type of database shared digitally recorded
data with multiple nodes of a network. It may be comprised
of peer to peer network. The digitally recorded data may
include a kind of information to prove its consistency from
the previously recorded data on the same database. Distrib-
uted ledgers can be public and can be accessible by anyone,
but, in principle, they can also be non-public and only users
having a permission may have access to them. It is also
possible to differentiate the access permission to data on a
ledger from each layered users.

[0004] Distributed ledgers can use mechanisms, which are
known, for example, from the blockchain technology as
used for bitcoin. Such mechanisms include a discovery
method, a consensus mechanism, a mechanism to keep data
consistency and so on. The consensus mechanism ensures
that all nodes or more than a certain number of nodes,
generally electronic devices, having a copy of the distributed
ledger reach consensus on the content of the distributed
ledger. There are many consensus mechanisms including the
so-called proof-of-work mechanism, which is some kind of
crypto-puzzle and which ensures that, for example, older
blocks of a blockchain cannot be changed (easily). For
instance, proof-of-work is used for the mining process of the
bitcoin blockchain.

[0005] Another example for a distributed ledger which is
based on the blockchain technology is the so-called
Ethereum project. Ethereum uses accounts and the state of
every account is tracked by the Ethereum blockchain. There
are two types of accounts, namely externally owned
accounts, which are controlled by private keys and contract
accounts, which are controlled by their contract code and
which can only be activated by an externally owned account.
A contract account can include programmable code or smart
contracts. Users of Ethereum also have to pay a fee, which
is called ether. Ether is rewarded for mining a block.

[0006] A further aspect of a distributed ledger is the trust
relation established between nodes of the ledger based on
the mentioned consensus process. In the bitcoin blockchain
proof-of-work is used to add new blocks of transactions to
the distributed ledger. Since all the blocks are chained and
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the proot-of-work function is very complex to compute, it is
nearly impossible to change the history of the blockchain.
[0007] As an alternative to proof-of-work it is known to
use a consensus protocol, such as the known Byzantine fault
tolerance algorithm. Typically, by using such algorithms,
consensus among nodes can be maintained as long as at least
two thirds of the nodes behave correctly. Consensus algo-
rithms may be more relevant for non-public ledgers and
situations where proof-of-work is prohibitively complex.
[0008] Although there exist techniques for using distrib-
uted ledgers, it is desirable to improve the known techniques
when the number of nodes is small.

SUMMARY

[0009] According to a first aspect, the disclosure provides
a device for accessing a distributed ledger, wherein the
distributed ledger is maintained by a plurality of virtual
nodes, the device comprising circuitry configured to access
the distributed ledger through at least one virtual node of the
plurality of virtual nodes.

[0010] According to a second aspect, the disclosure pro-
vides a system for maintaining a distributed ledger, com-
prising a plurality of virtual nodes for maintaining the
distributed ledger; and a plurality of devices for hosting the
plurality of nodes.

[0011] Further aspects are set forth in the dependent
claims, the following description and the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] Embodiments are explained by way of example
with respect to the accompanying drawings, in which:
[0013] FIG. 1 schematically illustrates a system for main-
taining a distributed ledger, wherein the system has multiple
devices hosting multiple virtual nodes;

[0014] FIG. 2 schematically illustrates a virtual node of
the system of FIG. 1;

[0015] FIG. 3 schematically illustrates a device of the
system of FIG. 1; and

[0016] FIG. 4 illustrates a multi-purpose computer.

DETAILED DESCRIPTION OF EMBODIMENTS

[0017] Before describing embodiments under reference of
FIG. 1 in detail, general explanations are made. As men-
tioned in the outset, generally, it is known to distribute a
ledger over multiple entities, e.g. electronic devices, servers
or the like, which record digital transactions. Distributed
ledgers can be based on the known blockchain technology in
some embodiments, on which, for example, the known
cryptocurrency bitcoin is based. There is no unified defini-
tion about the terms of blockchain and distributed ledger yet.
Here, in the broadest definition, the terms are used as a type
of database shared digitally recorded data with multiple
nodes of a network. It may be comprised of peer to peer
network. The digitally recorded data may include a kind of
information to prove its consistency from the previously
recorded data on the same database.

[0018] In some embodiments, distributed ledgers can be
public and can be accessible by anyone, but, in principle,
they can also be non-public and only users having a per-
mission may have access to them. It is also possible to
differentiate the access permission to data on a ledger from
each layered users. Distributed ledgers can use mechanisms
in some embodiments, which are known, for example, from
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the blockchain technology as used for bitcoin. Such mecha-
nisms include discovery method, a consensus mechanism, a
mechanism to keep data consistency and so on. The con-
sensus mechanism ensures that all nodes or more than a
certain number of nodes, generally electronic devices, hav-
ing a copy of the distributed ledger reach consensus on the
content of the distributed ledger. There are many consensus
mechanisms including the so-called proof-of-work mecha-
nism, which is some kind of crypto-puzzle and which
ensures that, for example, older blocks of a blockchain
cannot be changed (easily). For instance, proof-of-work is
used for the mining process of the bitcoin blockchain.

[0019] Another example for a distributed ledger which is
based on the blockchain technology is the so-called
Ethereum project, which may also be used in some embodi-
ments. Ethereum uses accounts and the state of every
account is tracked by the Ethereum blockchain. There are
two types of accounts, namely externally owned accounts,
which are controlled by private keys and contract accounts,
which are controlled by their contract code and which can
only be activated by an externally owned account. A contract
account can include programmable code or smart contracts.
Users of Ethereum also have to pay a fee, which is called
ether. Ether is rewarded for mining a block.

[0020] A further aspect of a distributed ledger is the trust
relation established between nodes of the ledger based on
the mentioned consensus process in some embodiments. In
the bitcoin blockchain proof-of-work is used to add new
blocks of transactions to the distributed ledger. Since all the
blocks are chained and the proof-of-work function is very
complex to compute, it is nearly impossible to change the
history of the blockchain.

[0021] As an alternative to proof-of-work a consensus
protocol is used in some embodiments, such as the known
Byzantine fault tolerance algorithm. Typically, by using
such algorithms, consensus among nodes can be maintained
as long as at least two thirds of the nodes behave correctly.
Consensus algorithms may be more relevant for non-public
ledgers and situations where proof-of-work is prohibitively
complex in some embodiments. In some embodiments,
Internet-of-Things (IoT) devices are used for which proof-
of-work may be computationally too complex, since loT
devices may have limited computational power.

[0022] In some embodiments, a relatively small group of
IoT devices may share information and resources. The group
of IoT devices may be owned by the same user or company.
In some embodiments, a distributed ledger can be used to
share such information and enable sharing of resources.
However, to maintain consensus reliably, the number of
nodes contributing to the ledger may have to be sufficiently
large. Also in cases where some devices go offline, for
example, the number of nodes should be large, since, as
discussed above, the consensus algorithm is only secure in
cases where at least, for example, two thirds of the nodes
behave correctly.

[0023] Hence, some embodiments pertain to embodiments
where a distributed ledger may be maintained when the
number of nodes is small, and consensus may be maintained
when some devices go offline.

[0024] Consequently, some embodiments pertain to a
device for accessing a distributed ledger. The distributed
ledger is maintained by a plurality of virtual nodes. The
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device includes circuitry configured to access the distributed
ledger through at least one virtual node of the plurality of
virtual nodes.

[0025] The device may be an electronic device and the
circuitry may include a processor, a memory, a storage, and
other components which are typically included in an elec-
tronic device. The electronic device may be a personal
computer, a server, a tablet computer, a mobile phone, a
smartphone, laptop computer, an Internet-of-Things device,
etc.

[0026] The distributed ledger may also be distributed over
multiple entities, such as electronic devices, servers, or the
like, which may be interconnected with each other, for
example, over a network, which may include the internet,
and which may be nodes of a network of the distributed
ledger network.

[0027] The virtual nodes may be configured to communi-
cate over a network with each other, e.g. a local area
network, a wireless network, etc., including the internet.
[0028] Each of the virtual nodes may include a copy of the
distributed ledger. The distributed ledger may be a block-
chain, which may be based, for example, on the principles
used for the bitcoin or for the Ethereum project. The
blockchain may implement typical mechanisms, such as a
consensus mechanism which ensures that every node main-
taining the blockchain (distributed ledger) reaches a con-
sensus on the content of the blockchain. It may use mining
and proof-of-work mechanisms and it even may use some
kind of reward (currency), such as ether or bitcoin as
currency and/or as reward for performing mining.

[0029] The blockchain may include multiple blocks which
are formed, for example, on the basis of information about
the virtual nodes and/or on the basis of devices hosting the
virtual nodes.

[0030] The virtual node may be implemented on the basis
of a virtual machine or the like, which is located on an
apparatus, device or the like.

[0031] As discussed above, in some embodiments, the
number of devices accessing and contributing to the distrib-
uted ledger may be small, such that security issues occur.
[0032] Hence, the access to the distributed ledger is
restricted to virtual nodes that may be hosted on the device
and other devices in some embodiments. The device may
access the distributed ledger through the virtual nodes, e.g.
by sending a request or message to access the distributed
ledger to the virtual node, wherein the virtual node passes
the request or message to the distributed ledger, for example,
in the case that the request is authorized.

[0033] The virtual nodes may be independent from the
device. The virtual nodes may also operate independently
from device. The integrity of the virtual nodes may be
verified, such that only verified virtual nodes are used for
accessing the distributed ledger.

[0034] Insome embodiments, the circuitry of the device is
further configured to host at least one virtual node of the
plurality of virtual nodes. Hence, in some embodiments, a
plurality of devices are present and each device may host at
least one of the plurality of virtual nodes.

[0035] The virtual nodes may perform a consensus pro-
cedure as it is generally known in the art and which may be
based on the Byzantine fault tolerance algorithm mentioned
above. The number of virtual nodes participating to a
consensus protocol may be large, such that the above
discussed security issues which arise in cases where only a
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small number of nodes participates in the consensus proce-
dure of the distributed ledger may be avoided or at least
reduced.

[0036] Moreover, as a larger number of virtual nodes may
be hosted on a device, the total number of virtual nodes
maintaining the distributed ledger may be considerably
increased by providing a plurality of devices each hosting a
plurality of virtual nodes.

[0037] Insome embodiments, the circuitry of the device is
further configured to provide a protected environment in
which the at least one virtual node runs. In some embodi-
ments, for each virtual node which is hosted by a respective
device, an associated protected environment is provided.
The protected environment may be such configured that no
other process or no other virtual node has access to the
protected environment. Thereby, an attack on the integrity of
the virtual node may be avoided. The protected environment
may also be shared by all virtual nodes being hosted by a
specific device.

[0038] The protected environment may include a pre-
defined protected memory area which can only be accessed
by the at least one virtual node. Thereby it may be avoided
that another virtual node or other process running on the
device hosting the virtual node gets access to the protected
memory area. Hence, an attack on the virtual node may be
avoided. The protected memory area may be specific for
each virtual node or it may be shared by all virtual nodes
being hosted by a specific device.

[0039] In some embodiments, the circuitry is further con-
figured to migrate the at least one virtual node to another
device. Hence, in some embodiments, the virtual nodes may
be redistributed based on the occurrence of various events.
For example, in the case that a virtual node joins or leaves
the distributed ledger the virtual node may be migrated to
another device. Also in cases where, for example, the device
which hosts the at least one virtual device goes offline, is
switched off or the like, the at least one virtual node, which
is hosted by the device, may migrate to another device which
is still operating.

[0040] In some embodiments, the migration of the at least
one virtual node is performed periodically. Hence, in some
embodiments the plurality of virtual nodes may be tempo-
rarily redistributed on several devices, whereby security is
increased.

[0041] In some embodiments, also new or additional vir-
tual nodes are provided on another device(s) if the device
hosting the at least one virtual node is switched off, discon-
nected from the network or the like.

[0042] In some embodiments, the circuitry is further con-
figured to run the at least one virtual node in a container. In
some embodiments, a container does not include a complete
operating system, as it is the case, for example, for virtual
machines. The container may include a (protected) environ-
ment for a running application, such as a virtual node.
Hence, in some embodiments, for each virtual node an own
container is provided. The container concept may be part of
an operating system, such that by starting a virtual node,
each node may be automatically run in a container. In some
embodiments, a container may be set up in a very short time,
e.g. a few seconds, such that virtual nodes may be provided
in an on demand manner in containers.

[0043] In some embodiments, each of the plurality of
virtual nodes has a unique identifier and/or each of the
plurality of virtual nodes has a private key for signing
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messages. The unique identifier and/or the private key may
be issued by a central authority, such that virtual nodes may
be authenticated by their unique identifier and messages
from the virtual nodes may be authenticated based on the
private keys. Thereby, fraudulent virtual nodes may be
detected.

[0044] Some embodiments pertain to a system for main-
taining a distributed ledger. The system includes a plurality
of virtual nodes for maintaining the distributed ledger, as
discussed above, and a plurality of devices for hosting the
plurality of nodes, as discussed above.

[0045] In some embodiments, and as also indicated above,
the number of virtual nodes is larger than the number of
devices. In other words, each of the devices hosts a plurality,
e.g. 10, 100 or even thousands of virtual nodes, such that the
number of virtual nodes may be much higher, e.g. ten times
larger, than the number of devices. Thereby, the integrity of
the distributed ledger may be ensured even in cases where
the number of devices is small or becomes small, since, for
example, a number of devices are switched off or the like.
[0046] In some embodiments, each of the plurality of
devices is configured to provide a protected environment for
each of the virtual nodes which are hosted on the respective
device, as it has also been discussed above. The protected
environment may include a predefined protected memory
area which can only be accessed by an associated virtual
node. As discussed, in some embodiments, for each virtual
node an own protected memory area is provided, whereby
attacks to the virtual node may be avoided.

[0047] In some embodiments, each of the plurality of
devices is further configured to migrate the plurality of
virtual nodes to another device of the plurality of devices, as
discussed above. The migration of the plurality of virtual
nodes may be performed periodically, whereby security may
be enhanced, as discussed above.

[0048] Each of the plurality of devices may be further
configured to run the plurality of virtual nodes in containers,
as discussed above.

[0049] The system may further include a central authority
which is configured to provide at least one of the following
to the plurality of devices: unique identifier for each of the
plurality of virtual nodes, private key of each of the plurality
of virtual nodes, an executable image of a virtual node, as
also discussed above. By providing a unique identifier, a
private key and/or an executable image of a virtual node, the
security may be improved.

[0050] Returning to FIG. 1 there is illustrated a system 1
in which a number of K (K being an integer) devices 2,
which are Internet-of-Things devices in the present embodi-
ment, share information and resources on a distributed
ledger 3. The devices 2 may provide their own resources to
the distributed ledger 3 such that, for example, other devices
2 can get access to the resources. For example, one of the
devices 2 may be a digital camera device and another device
of the devices 2 may be a storage device. Hence, both
devices may provide their resources, i.e. imaging resource
and storing resource and respective information about it (e.g.
image resolution, storage place, etc.) to the distributed
ledger 3. For example, by agreeing on a respective contract,
the image device may store image data on the storage device
by using the distributed ledger 3.

[0051] The devices 2 can access the distributed ledger 3 by
using a respective virtual node VN, wherein a number of N
virtual nodes is exemplary illustrated in FIG. 1.
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[0052] Only these virtual nodes VN, which are imple-
mented on the basis of virtual machines or which run in
containers as discussed above, have access to the distributed
ledger 3.

[0053] In the present embodiment, on each of the K
devices 2, three virtual nodes are hosted. For example,
virtual nodes VN1 to VN3 are hosted by device 1, virtual
nodes VN4 to VN6 are hosted by the device 2, . . ., and
virtual nodes VN N-2 to VN N are hosted by the device K.
[0054] The virtual nodes VN store a copy of the distrib-
uted ledger and implement a consensus algorithm, such as
the Byzantine fault tolerance algorithm mentioned above.
[0055] The number of three virtual nodes which are hosted
by each of the devices 2 is only an example which is chosen
for illustration. The general idea in this embodiment is to
provide much more virtual nodes than devices (i.e. N>>K),
such that a reliable consensus can be maintained and such
that the system is not vulnerable to an attack in the case that
one device or a few devices of the number of K devices 2
fail, e.g. due to switch off or the like.

[0056] Furthermore, in the case that a device 2 goes offline
or the like, virtual nodes may be migrated to other devices
2 and/or additional virtual nodes may be created.

[0057] The command for migrating and/or creating the
(additional) virtual nodes may be issued by the device 2
itself and/or by a central authority 5, which has also access
to the distributed ledger 3. The central authority 5 may also
communicate with the virtual nodes and/or with the devices
2 over a network, such as a local area network or the Internet
or the like. Hence, the central authority 5 and the devices 2
may have respective network interfaces.

[0058] FIG. 2 schematically illustrates a virtual node 4
which may be one of the virtual nodes VN of FIG. 1. As
discussed, the virtual node 4 is exemplary defined as a
virtual machine that hosts a distributed ledger. The virtual
node 4 stores a local copy of the distributed ledger in a
distributed ledger storage 4a. The distributed ledger storage
4a is in this embodiment a storage which is reserved in a
virtual machine image that implements the virtual node 4.
The virtual node 4 includes a CPU 44 for implementing the
consensus protocol. Furthermore, smart contracts may be
executed by the CPU 4b. A smart contract may be used, as
indicated above, to agree on the usage of resources and the
like, as it is also known, for example, from the above
discussed Ethereum project. The smart contract may include
program code or device logic (code) which may be executed
for controlling the respective resource device. Smart con-
tracts may also be based on a Turing (complete) language,
such that it is universally applicable.

[0059] Moreover, the virtual node 4 has a unique identifier
(ID) 4¢ with which the virtual node 4 can be identified. As
discussed, the virtual node 4 may also contain a private key
with which messages can be signed, which are sent to the
distributed ledger 3.

[0060] The central authority 5 may issue both the identifier
4c¢ and the private key. Additionally, the central authority 5
may also provide the executable image of the virtual node 4
to the devices 2. Also, the device 2 and/or the virtual node
may provide the executable image of the virtual node to
another device.

[0061] FIG. 3 schematically illustrates a device 2, as
discussed above (see also FIG. 1). The device 2 runs a user
operating system 2qa that implements the main functionality
of the device 2.
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[0062] Furthermore, the device 2 runs a plurality of virtual
nodes VN (see FIG. 2).

[0063] In the present embodiment, the device 2 has a
hardware support for virtualization in the form of a hyper-
visor 2b. The hypervisor 25 provides a protected environ-
ment by supporting memory management units such that
memory pages of the device 2 may only be accessible to the
virtual nodes VN. Moreover, access to memory pages that
contain code and data can be encrypted, e.g. under control
of the hypervisor 2b. Thereby, the virtual nodes have a
protected execution environment and regular processes run-
ning on the device cannot access the virtual nodes VN. Here,
the virtual nodes VN share the protected environment, while
in other embodiments, each of the virtual nodes has its own
protected environment or groups of virtual nodes have
respective protected environments, which are shared by
virtual nodes of a specific group.

[0064] Device 2 may go offline for several reasons, e.g.
due to switch off, a malfunction, network disconnection,
maintenance, etc. When such an event occurs, the virtual
nodes may be migrated to other devices, as also discussed
above. Thereby, the number of virtual nodes may remain
much larger than the number of devices 2 such that consen-
sus can be maintained. Such migration may also take place
when a new device 2 joins the system 1 and access to the
distributed ledger 3 is granted, e.g. by the central authority
5. Moreover, the virtual nodes which have to migrate may be
distributed evenly across the remaining devices, which may
be managed by the central authority 5 in some embodiments.
[0065] As also discussed above, the migration of the
virtual nodes VN may be performed on a regular basis, for
example, periodically, in order to protect the distributed
ledger 3 against malicious devices or attackers.

[0066] By randomly migrating all virtual nodes VN run-
ning on the devices to randomly chosen other devices, it is
ensured that it is difficult or impossible to foresee, which
specific virtual node will run on which specific device.
[0067] Once avirtual node VN is migrated to a new device
2, the new device 2 or the other virtual nodes VN running on
that device may check the integrity of the migrated virtual
node. Thereby, it is ensured that malicious devices may only
have a potential access to a set of virtual nodes for a limited
amount of time, since then the virtual nodes are migrated to
another device.

[0068] As discussed, each of the devices 2 hosts a plurality
of virtual nodes such that the total number of virtual nodes
is larger than the number of devices. Furthermore, if the
distributed ledger 3 has a number of different owners,
wherein the different owners control different devices, the
virtual nodes may be divided or distributed such that each
owner controls a similar number of virtual nodes running on
the devices he owns. Thereby it may be avoided that an
owner gets control over a majority of virtual nodes, which
may result in a situation where the owner could gain control
of the content of the distributed ledger 3. This kind of
division may also be performed by the central authority 5,
which may have a database or similar where the respective
virtual nodes and the associated IDs and the devices which
host them are stored.

[0069] The number of virtual nodes VN assigned to a
device 2 may depend on the capabilities of the device. For
instance, a device may have substantial computational capa-
bilities in which case it may host a larger number of virtual
nodes than a device with less computational capabilities.
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[0070] Hence, in some embodiments, a small group of
devices can operate a distributed ledger with similar con-
sensus algorithms and consensus performance as it would be
the case for a large group of devices. Furthermore, devices
may go offline without impacting the consensus perfor-
mance of the distributed ledger. The risk of attacks by
hackers may be mitigated through virtual node migration to
other hosting devices.

[0071] In the following, an embodiment of a general
purpose computer 90 is described under reference of FIG. 4.
The computer 90 can be such implemented that it can
basically function as a device 2, central authority 5 and/or
virtual node of the system 1 described herein. The computer
has components 91 to 100, which can form a circuitry, such
as any one of the circuitries of the apparatus described
herein.

[0072] Embodiments which use software, firmware, pro-
grams or the like for performing the methods as described
herein can be installed on computer 90, which is then
configured to be suitable for the concrete embodiment.
[0073] The computer 90 has a CPU 91 (Central Processing
Unit), which can execute various types of procedures and
methods as described herein, for example, in accordance
with programs stored in a read-only memory (ROM) 92,
stored in a storage 97 and loaded into a random access
memory (RAM) 93, stored on a medium 100 which can be
inserted in a respective drive 99, etc.

[0074] The CPU 91, the ROM 92 and the RAM 93 are
connected with a bus 101, which, in turn is connected to an
input/output interface 94. The number of CPUs, memories
and storages is only exemplary, and the skilled person will
appreciate that the computer 90 can be adapted and config-
ured accordingly for meeting specific requirements which
arise, when it functions as an apparatus described herein.
[0075] At the input/output interface 94 several compo-
nents are connected: an input 95, an output 96, the storage
97, a communication interface 98 and the drive 99 into
which a medium 100 (compact disc, digital video disc,
compact flash memory, or the like) can be inserted.

[0076] The input 95 can be a pointer device (mouse,
graphic table, or the like), a keyboard, a microphone, a
camera, a touchscreen, etc.

[0077] The output 96 can have a display (liquid crystal
display, cathode ray tube display, light emittance diode
display, etc.), loudspeakers, etc.

[0078] The storage 97 can have a hard disk, a solid state
drive and the like.

[0079] The communication interface 98 can be adapted to
communicate, for example, via a local area network (LAN),
wireless local area network (WLAN), mobile telecommu-
nications system (GSM, UMTS, LTE, etc.), Bluetooth, infra-
red, etc.

[0080] It should be noted that the description above only
pertains to an example configuration of computer 90. Alter-
native configurations may be implemented with additional
or other sensors, storage devices, interfaces or the like.
[0081] It should be recognized that the embodiments
describe methods which are executed by the circuitry of the
system, device or the like described herein. The skilled
person will appreciate that these methods can also be part of
a method for maintaining a distributed ledger. The specific
ordering of the steps discussed herein is given for illustrative
purposes only and should not be construed as binding.
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[0082] It is noted that the division of the system, the
virtual node and the device into units is only made for
illustration purposes and that the present disclosure is not
limited to any specific division of functions in specific units.
[0083] All units and entities described in this specification
and claimed in the appended claims can, if not stated
otherwise, be implemented as integrated circuit logic, for
example on a chip, and functionality provided by such units
and entities can, if not stated otherwise, be implemented by
software.
[0084] In so far as the embodiments of the disclosure
described above are implemented, at least in part, using a
software-controlled data processing apparatus, such as sys-
tem 1, device 2 and virtual node VN described above, it will
be appreciated that a computer program providing such
software control and a transmission, storage or other
medium by which such a computer program is provided are
envisaged as aspects of the present disclosure.
[0085] Note that the present technology can also be con-
figured as described below.
[0086] (1) A device for accessing a distributed ledger,
wherein the distributed ledger is maintained by a plurality of
virtual nodes, the device comprising circuitry configured to:
[0087] access the distributed ledger through at least one
virtual node of the plurality of virtual nodes.
[0088] (2) The device of (1), wherein the circuitry is
further configured to host at least one virtual node of the
plurality of virtual nodes.
[0089] (3) The device of (2), wherein the circuitry is
further configured to provide a protected environment in
which the at least one virtual node runs.
[0090] (4) The device of (3), wherein the protected envi-
ronment includes a predefined protected memory area which
can only be accessed by the at least one virtual node.
[0091] (5) The device of anyone of (2) to (4), wherein the
circuitry is further configured to migrate the at least one
virtual node to another device.
[0092] (6) The device of (5), wherein the migration of the
at least one virtual node is performed periodically.
[0093] (7) The device of anyone of (2) to (6), wherein the
circuitry is further configured to run the at least one virtual
node in a container.
[0094] (8) The device of anyone of (1) to (7), wherein each
of the plurality of virtual nodes has a unique identifier.
[0095] (9) The device of anyone of (1) to (8), wherein each
of the plurality of virtual nodes has a private key for signing
messages.
[0096] (10) A system for maintaining a distributed ledger,
comprising:
[0097] a plurality of virtual nodes for maintaining the
distributed ledger;
[0098] and a plurality of devices for hosting the plural-
ity of nodes.
[0099] (11) The system of (10), wherein the number of
virtual nodes is larger than the number of devices.
[0100] (12) The system of (11), wherein the number of
virtual nodes is at least ten times larger than the number of
devices.
[0101] (13) The system of anyone of (10) to (12), wherein
each of the plurality of devices is configured to provide a
protected environment for each of the virtual nodes.
[0102] (14) The system of (13), wherein the protected
environment includes a predefined protected memory which
can only be accessed by an associated virtual node.
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[0103] (15) The system of anyone of (10) to (14), wherein
each of the plurality of devices is further configured to
migrate the plurality of virtual nodes to another device of the
plurality of devices.

[0104] (16) The system of (15), wherein the migration of
the plurality of virtual nodes is performed periodically.
[0105] (17) The system of anyone of (10) to (16), wherein
each of the plurality of devices is further configured to run
the plurality of virtual nodes in containers.

[0106] (18) The system of anyone of (10) to (17), wherein
each of the plurality of virtual nodes has a unique identifier.
[0107] (19) The system of anyone of (10) to (18), wherein
each of the plurality of virtual nodes has a private key for
signing messages.

[0108] (20) The system of anyone of (10) to (19) further
comprising a central authority configured to provide at least
one of the following to the plurality of devices: unique
identifier for each of the plurality of virtual nodes, private
key of each of the plurality of virtual nodes, an executable
image of a virtual node.

1. A device for accessing a distributed ledger, wherein the
distributed ledger is maintained by a plurality of virtual
nodes, the device comprising circuitry configured to:

access the distributed ledger through at least one virtual

node of the plurality of virtual nodes.

2. The device of claim 1, wherein the circuitry is further
configured to host at least one virtual node of the plurality
of virtual nodes.

3. The device of claim 2, wherein the circuitry is further
configured to provide a protected environment in which the
at least one virtual node runs.

4. The device of claim 3, wherein the protected environ-
ment includes a predefined protected memory area which
can only be accessed by the at least one virtual node.

5. The device of claim 2, wherein the circuitry is further
configured to migrate the at least one virtual node to another
device.

6. The device of claim 5, wherein the migration of the at
least one virtual node is performed periodically.
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7. The device of claim 2, wherein the circuitry is further
configured to run the at least one virtual node in a container.

8. The device of claim 1, wherein each of the plurality of
virtual nodes has a unique identifier.

9. The device of claim 1, wherein each of the plurality of
virtual nodes has a private key for signing messages.

10. A system for maintaining a distributed ledger, com-
prising:

a plurality of virtual nodes for maintaining the distributed

ledger;

and a plurality of devices for hosting the plurality of

nodes.

11. The system of claim 10, wherein the number of virtual
nodes is larger than the number of devices.

12. The system of claim 11, wherein the number of virtual
nodes is at least ten times larger than the number of devices.

13. The system of claim 10, wherein each of the plurality
of devices is configured to provide a protected environment
for each of the virtual nodes.

14. The system of claim 13, wherein the protected envi-
ronment includes a predefined protected memory which can
only be accessed by an associated virtual node.

15. The system of claim 10, wherein each of the plurality
of devices is further configured to migrate the plurality of
virtual nodes to another device of the plurality of devices.

16. The system of claim 15, wherein the migration of the
plurality of virtual nodes is performed periodically.

17. The system of claim 10, wherein each of the plurality
of devices is further configured to run the plurality of virtual
nodes in containers.

18. The system of claim 10, wherein each of the plurality
of virtual nodes has a unique identifier.

19. The system of claim 10, wherein each of the plurality
of virtual nodes has a private key for signing messages.

20. The system of claim 10 further comprising a central
authority configured to provide at least one of the following
to the plurality of devices: unique identifier for each of the
plurality of virtual nodes, private key of each of the plurality
of virtual nodes, an executable image of a virtual node.
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